
The Clute Institute International Academic Conference Paris, France 2013 

© Copyright by author; 2013 The Clute Institute http://www.cluteinstitute.com/index.html 777 

Pseudonymity And Anonymity 

In Identity Management: 

Can Anonymous Credentials Enhance User 

Participation In Electronic Health Records 
George Coles, Southern Cross University, Australia 

William Smart, Southern Cross University, Australia 

 

 

Abstract 

 

The introduction of a Personally Controlled Electronic Health Record System is central to 

Australia's key eHealth initiatives. This comes at a time when recent research efforts in Australia, 

Britain and the US, indicate that a majority of consumers are concerned regarding the security 

and privacy of information accessible over the Internet. Primary concerns are related to the 

potential for identity theft and the exposure of personal information. Research into possible 

solutions has been ongoing for decades however; the technological solutions that are slowly 

emerging have complexities that make it difficult for the average consumer to comprehend. The 

research proposed here concerns user perceptions and preferences towards the key technologies 

that have evolved in efforts to protect the privacy of personal information. This includes various 

implementations of Public Key Infrastructure (PKI) with a focus upon Anonymous Credentials. 
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Introduction 

 

The recent Australian Healthcare Identifiers Act 2010 (Attorney-General's-Dept. 2010), provides for the 

assignment of unique identifiers for Health Care Providers and Health Care Recipients in order to facilitate the 

access of  Personally Controlled Electronic Health Records (PCEHR) (NEHTA 2012). A centralised PCEHR system 

can bring many benefits to Health Care Recipients, either directly through the increased accessibility of their health 

information for their own treatments or indirectly through the increased accessibility of information for the purposes 

of medical research. However, these benefits come at a cost, which is an increase in the possibility that a recipient’s 

privacy may be endangered through the exposure of their information to unauthorised parties. 

 

Whilst the world is still coming to terms regarding the vulnerabilities associated with the protection of 

privacy concerning credit card and other financial transactions conducted over the Internet (OECD 2008). Google 

has recently released changes to their privacy policies, which now effectively allow them to data mine any 

information they collect from the users of their services on a day-to-day basis. This includes what is searched for 

such as words, medical conditions, jobs, prospective partners and virtually anything a user clicks. Google’s new 

policy now allows them to cross reference and data match personal information across more than 60 of their 

products, including their web search engine, u-tube, g-mail, mobile phone and tablet location finders among others. 

Google can record what a user is doing, what they wish they were doing, when they are doing it, where they are and 

with whom they are communicating (ABC 2012). This exposes users to the possibility of being traced online when 

interacting with the PCEHR systems and then subsequently conducting searches related to their health conditions. 

 

Alistair MacGibbon (2012) a graduate of the FBI’s National Academy and the founding director of the 

Australian High Tech Crime Centre reports that as competition between the major players such as Google, 

Microsoft, Facebook and Apple has increased so too has the number of privacy breaches both against them and by 
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them (ABC 2012). These issues contribute to an Orwellian atmosphere of distrust among users regarding the use of 

the Internet. Users are becoming increasingly aware that there are now many Big Brothers keeping watch over them. 

Evidence of this has recently been unveiled in a large-scale joint study conducted by RSA Laboratories, Microsoft 

Research and Microsoft Corporation where it was found that service providers (websites) can recognise and track up 

to 88% of the users returning to a website. Of these users 33% demonstrated efforts to preserve their privacy through 

the use of private browsing mode or by utilising browser options to clear tracking cookies (Yen et al. 2012) 

 

Furthermore as a ramification of the recent “do-not-track” initiative of the U.S. Federal Trade Commission 

(FTC 2011), ensighten.com a UK based industry leader in international website privacy compliance, claims that 

93% of Internet users would use a Do Not Track browser feature (Ensighten.com 2012). In addition to this a recent 

Australian survey indicates that 90% of respondents indicated their support for regulations which could control the 

capture and use of their personal information with 56% showing their disapproval of targeted advertising based upon 

their personal information (Andrejevic 2012). Amidst these uncertainties, a total of $466.7m was allocated in the 

2010 Australian Federal budget to build e-Health over two years for launch in 2012. This is expected to be only a 

small part of the Government’s overall e-Health investment (Tay 2010).  

 

For centuries, medical practitioners have instilled trust in their patients through adherence to the 

Hippocratic Oath (Croll 2010b; Hulkower 2010). The oath is said to outline 12 principles, one of which clearly 

relates to confidentiality between a patient and physician as follows:- 

 

“What I may see or hear in the course of the treatment or even outside of the treatment in regard to the life 

of men, which on no account one must spread abroad, I will keep to myself, holding such things shameful to 

be spoken about”, (Tyson 2001). 

 

Confidentiality plays a significant role in the doctor/patient relationship, without it, trust is shattered to the 

extent that a patient will soon discontinue any treatment and seek help elsewhere and may even enter into some form 

of litigation seeking retribution. A patient also needs to have a high degree of confidence in the ‘competence’ and 

‘professionalism’ of their health carers including employees associated with the practice concerned. This now needs 

to extend to the security technologies deployed in the ICT systems, which store and process their data and the 

underlying infrastructure of the systems in use (Croll 2010a). With the development of the Internet and now, the 

establishment of a centralised database for Electronic Health Records (EHR) and considering the privacy 

implications that the Internet poses, patients now need to invest more trust in the entire health system than ever 

before. 

 

Progress towards establishing consumer trust regarding the use of the Internet has primarily concerned the 

development of security technologies for the authentication, authorisation and access of users. However, users 

generally have little comprehension of how these technologies work (Ulivieri 2004). Increased security does not 

necessarily translate into a consumer’s understanding as an increase in trustworthiness. Ulivieri (2004) suggests that 

it is more important to consider how users perceive security in efforts to build trust. If a user does not believe that 

the environment they are in is secure, they will avoid using it and it will make little difference if it is secure or not. 

 

User Participation 

 

The success of the proposed Personally Controlled Electronic Health Records (PCEHR) system is highly 

dependent upon user participation. Without user participation there will be little data made available by the system 

for research purposes. Currently the primary source of research data is extracted from medical records held by health 

care practitioners, which is held under their protection in their archival systems and within the confines of their 

premises. Such records are generally stored in the form of paper-based records, film and/or computer based records. 

Access to the data of interest to research contained in these records is fraught with complications ranging from 

patient consent to the resource intensive efforts on the part of medical practitioners to make it available for use in 

research. The establishment of a centralised EHR system is seen to greatly facilitate the access of this data for 

research purposes whilst simultaneously reducing the load placed upon the Australian health services sector and 

minimising the incidence of medical errors (Accenture 2010; Bartlett et al. 2008; Boonstra and Broekhuis 2010).  
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Currently patients can readily gain access to their own medical records from their healthcare providers and 

may also have such records sent to other practitioners who may also be treating them, such as their GP, Dentist or 

other health care specialists. This is a common practice among health care professionals. Although the taking of the 

Hippocratic Oath is no longer obligatory in many medical schools, it is still observed in a traditional sense by 

medical practitioners throughout the world. In this way it has served the preservation of the privacy of highly 

sensitive health information of patients for centuries (Hulkower 2010; Tyson 2001). Incentives for user participation 

in the proposed PCEHR systems concern benefits which either directly affect patients, such as the reduction of 

medical errors (Kohn et al. 2000) or indirectly improvements in research and a perceived reduction of workloads for 

their health care practitioners (Boonstra and Broekhuis 2010). These benefits will be realised over time as the 

population ages and places an increasing burden upon an already overloaded system. 

 

Quantin et al. (2011) suggest that currently there are no indications that any country has successfully 

implemented a centralised PCEHR system at the national level. Researchers are now re-evaluating the possibility of 

deploying distributed systems as a solution (Quantin et al. 2011). However distributed systems are not considered to 

deliver the cost savings and efficiency that a centralised system is expected to bring (Accenture 2010; Bartlett et al. 

2008) yet a distributed system is considered to be a safer alternative regarding the protection of the privacy of 

individuals’ information (Quantin et al. 2011). Distributed systems have other complications that have yet to be 

addressed such as the legal responsibilities of medical practitioners regarding the protection of patient privacy. 

 

Faced with the increasing erosion of privacy of information regarding the use of the Internet, users are now 

being asked to participate in EHR by allowing their highly sensitive health information to be placed in a centralised 

database that is accessible via the Internet. With few incentives for participation, trust in the systems is being 

pressed to extremes (Fernando 2012). Security technologies have not yet developed to the extent where the Internet 

is considered a safe environment. However, developments in security technologies have made the Internet safer over 

time. The measures taken have mostly concentrated on fortifying individual domains by reinforcing authentication, 

authorisation and access control mechanisms. These mechanisms primarily focus upon strong identification 

procedures (Clarke 2009-10). This indeed strengthens the security of access, however the collection and storage of 

the identities of users in data stores erodes the privacy of user information and becomes a target for identity theft. 

 

Security Technologies 

 

IT professionals for decades have recognised the need for an identity management system, which preserves 

the privacy of individuals and that operates at the global level (Blaze 2003; Brands 2011; Camenisch and 

Lysyanskaya 2001; Chaum 1985; Clarke 1998; Ellison 2004; EMC Corporation 2011; Groß 2009; IBM Research 

2010; Kessler 2011; Quantin et al. 2011; Rivest et al. 1978; Wilson 2012). However, the complexities associated 

with the design and implementations of such a system are vast. Researchers continue to seek out solutions in 

response to these problems. Encryption technologies are central to these efforts and Public Key Infrastructure (PKI) 

is the primary technology to have evolved.  

 

The current ITU Telecommunication Standardization Sector (ITU-T) recommendation and ISO standard 

ISO/IEC 9594-8 (ITU-T 2009) describes a framework for PKI commonly known as the X.509 Digital Certificate 

scheme. X.509 based PKI is subject to extensive criticisms concerning the shortcomings of the technology to protect 

the privacy of information of individuals and is more suited for corporate use (Clarke 2001). The Gatekeeper PKI 

Framework is the foundation for PKI in Australia as defined by the Australian Government Information 

Management Office of the Department of Finance and Deregulation and is based upon the X.509 Digital Certificate 

scheme (AGIMO 2009; Andison 2008). The Gatekeeper PKI Framework is the basis upon which The National E-

Health Transition Authority (NEHTA) are building the PCEHR system (Tay 2011). IBM Australia have been 

contracted by NEHTA to build the National Authentication Service for Health (NASH) which will facilitate user 

access to the PCEHR system (Roxon 2012; Tay 2011).  

 

This approach can be loosely described as a form of Government Controlled PKI (GPKI) whereby the 

encryption keys involved in the process are fully controlled by a government department (Clarke 2009-10). Clarke 

(2011) takes a strong stance regarding the intrusive nature of the implementation of many of the electronic security 

practices in common use. He suggests that for proper functionality, all forms of conventional PKI are intrusive to 
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some extent. However, he maintains that conventional PKI based upon the X.509 standard is particularly harsh in 

this regard. The International Telecommunication Unions’ (ITU), X.509 standard is the foremost standard currently 

used as a foundation for PKI today, now in version ‘X.509 (11/2008)’ (Clarke 2001; ITU-T 2009). Clarke (2009-10) 

identifies numerous weaknesses in the scheme that include; Privacy Invasiveness, Limited Assurances, Technical 

and Implementation Weaknesses, Private-Key Insecurity, the use of a Single Identifier with a Single Key-Pair and 

that X.509-based PKI is based on a hierarchy of trust.  

 

In order for e-trust systems to be effective, Clarke (2001) suggests that the focus must move away from the 

identity of individuals and that security mechanisms should be accommodating of both anonymity and 

pseudonymity. He highlights the following needs:- 

 Organisations and individuals both need on occasion to have software agents act on their behalf. 

 Individuals need to be able to carry out tasks without the necessity of declaring their identity. 

 Individuals need to be able to convey certain attributes without the necessity of declaring their identity. 

 Persistent relationships need to be supported without necessarily identifying either party. 

 

Security technologies have been primarily driven by the needs of e-commerce. Clarke (2001) suggests that 

in order for e-commerce to become accepted, the perception was that merchants needed to be able to identify 

themselves and to allow authentication of the identifiers they provide. However, marketers sought schemes whereby 

consumers also needed to identify themselves. 

 

He presents a model in his work titled, "A Sufficiently Rich Model of (Id)entity, Authentication and 

Authorisation”, and suggests that the theory behind identification and identity authentication practised over the last 

20 years has been highly inadequate (Clarke 2009-10). In his model, he introduces concepts such as ‘entifiers’ and 

‘entification’ as distinguished from ‘identifiers’ and ‘identification’. Another concept he terms as ‘nymity’, which is 

associated with both anonymity and pseudonymity. Clarke (2001) suggests that the inclusion of the concept of a 

'nym' into conventional PKI may possibly satisfy the above-mentioned needs. 

 

Although there is no suggestion that the approach taken by NEHTA regarding the construction and design 

of the system is flawed, the security technologies incorporated into the solutions will at most only protect users of 

the system itself, which represents a single domain. Finding a solution that can operate across all domains at the 

global level is yet to be realised, however research continues towards this outcome. Technologies within this field 

are loosely termed as ‘Anonymous Credentials’, the concept of which was first conceived in 1985 by David Chaum 

(1985). IBM Research in Zurich has been developing an open source solution, known as ‘Identity Mixer’, along 

these lines since 1998 and is now in the final stages of establishing an international standard. Similar work has been 

conducted by Brands (2011) since 1999 and later in conjunction with Microsoft on their U-Prove product. 

 

Parallels of EHR to e-Commerce 

 

Any study that attempts to evaluate the success of PCEHR systems can benefit greatly from the insight and 

knowledge gained through the implementation of e-commerce systems. E-commerce originally evolved from 

Electronic Data Interchange (EDI), which allowed established business traders to trade over private networks. Later 

the commercialisation of the Internet in 1995 provided a more affordable means for businesses to conduct their trade 

using a single and open network. As a result Business-to-Business (B2B) e-commerce flourished. Businesses 

quickly embraced this avenue for trade as commercial relationships between businesses are formed on the basis that 

the trading partners know and trust each other.  

 

As the Internet grew so too did the number of private users. This led to the advent of Business-to-Consumer 

(B2C) e-commerce (Egger 2003). With the emergence of B2C e-commerce, where consumers are able to shop 

online to make purchases, conduct their banking or pay bills and so forth, there came an increase in the number of 

vulnerabilities to the privacy, safety and security of personal data and information. These vulnerabilities are related 

to crimes such as identity theft and other fraudulent behaviours perpetrated by cyber-criminals who seek to identify 

one’s personal information such as name, address, date of birth, gender, passwords and credit card details etc. in 

order to steal a user’s identity, money and/or goods and services.  
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At the outset it was anticipated that B2C e-commerce would see similarly high levels of growth and 

acceptance in the community as did B2B e-commerce (OECD 2008). However, the issues of consumer trust 

emerged, due to the transient nature of the relationship between retailers and their customers. This usually involves a 

single transaction between unknown parties, unlike that of B2B transactions, which primarily take place between 

established business trading partners (i.e. supplier/distributor, wholesaler/retailer etc.). Although there are many 

similarities between the uses of e-commerce systems to that of EHR systems, there are also highly significant 

differences between the two. 

 

Whilst e-commerce systems, used in online banking and online shopping, involve the transmission of 

sensitive data and information such as names, addresses, credit card numbers and account details etc., EHR systems 

concern a very different type of user data and information. The problem is compounded by the fact that traditionally 

workers employed in the health industries are not expected to have a comprehensive understanding of the 

technologies driving the World Wide Web (WWW). The financial sectors, which include the banks and credit card 

companies such as VISA and MasterCard and other similar services, have been developing electronic systems, since 

long before the advent of the Internet and the WWW. In contrast, EHR systems are a relatively new concept by 

comparison (KPMG 2008). 

 

Medical Records and EHR 

 

The practice of keeping medical records predates Hippocrates. Until the recent information revolution, 

medical records have been kept primarily on paper and filed in the archives of healthcare practitioners and hospitals. 

Medical records (MR) and Electronic Medical Records (EMR) should not be confused with Electronic Health 

Records (EHR). Medical records and their electronic equivalent EMR remain the property of the doctor or practice 

attended by the patient. The electronic version of a medical record is simply a record kept by the practitioner in 

electronic form on a computer system. These records are essentially notes taken by the doctor regarding a patient's 

consultation and hence remain the property of the doctor or practice. However, in the Australian public health 

sector, generally a patient is entitled to access to information contained within medical records concerning that 

patient (AMA 2002; MCNSW 2010; Samford 1999).  

 

Medical Records (MR) are essentially legally binding documents from which the data contained in an EHR 

is drawn (Garets and Davis 2006). The terms EMR and EHR are often used interchangeably and are known by other 

monikers such as Patient Care Records (PCR), Computer-based Medical Records (CMR), Electronic Patient 

Records (EPR) or Summary Care Records (SCR) among others. What is of concern in this study is essentially 

referred to as Electronic Health Records (EHR) or more specifically Personally Controlled Electronic Health 

Records (PCEHR). Currently throughout the world, health carers and organisations are developing EHR systems 

with the purpose of improving individual patient and public health standards (Accenture 2010; Liu et al. 2009). 

These outcomes are being achieved through an effort to increase the accessibility and quality of healthcare to 

patients in need, whilst simultaneously lowering the costs involved. 

 

Benefits of EHR 

 

Benefits of EHR include the provision of access to practitioners of patients’ medical history and clinical 

data from previous episodes of care provided by other practitioners. This facilitates personalised treatment plans, 

supports decision-making, reduces the risk associated with errors made in diagnoses and prescriptions and reduces 

the cost and time involved with sharing records across various healthcare providers. By connecting healthcare 

providers through health care networks, accessibility of specialist care is improved as clinical data, images etc. can 

be sent electronically to specialists for assessment. Networking also, helps reduce the cost of care by reducing the 

reliance upon dedicated diagnostic laboratories and specialists. Furthermore, anonymised EHR data can greatly 

improve the outcomes of clinical research. This data can also be used in the development of Intelligent Decision 

Systems (IDS) thus helping to improve the effectiveness of disease management, public health campaigns and the 

development of preventative health strategies (Accenture 2010; Commonwealth of Australia 2012). 

 

Cost savings expected from the Australian PCEHR system are reported to be up to a possible $5.6 billion 

over the first 10 years of operation based upon an independent state by state implementation and up to $20.8 billion 
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from a system deployed at the national level (Bartlett et al. 2008). This represents a huge reduction in costs and 

heightened efficiency in the Australian health care system. Similar effects in efficiency and savings have been 

identified in the analysis of the German and Canadian health care systems. It is now acknowledged by the European 

Union that a cross-border EHR solution for all the EU member states, would realise similar benefits in savings and 

efficiency and it is now planned to achieve this by 2015 (Bartlett et al. 2008).  

 

The beneficiaries of these improvements include, the users of health services and their carers, healthcare 

providers, health managers and planners and the government. Although these benefits are widely recognised, 

organisations and governments throughout the world have struggled to implement effective solutions (Accenture 

2010; Quantin et al. 2011). Primary challenges are related to information governance, which concerns the processes, 

functions, standards and technologies that enable highly sensitive health information to be collected and used 

effectively in a secure and safe manner. 

 

Privacy Concerns 

 

Issues of trust and privacy in e-commerce greatly concern the privacy of a user’s information regarding 

access to their bank accounts and credit card services (Coles 2010; Coles and Smart 2011). Other concerns involve 

trust in merchants to fulfil their obligations according to expectations. However, the data and information stored in 

eHealth records concerns a very different data type which when the security of that data is compromised there is 

very little in terms of compensation that can be offered. 

 

Privacy and data security issues continue to escalate at a rapid pace. The Australian Privacy Commissioner, 

Timothy Pilgrim addressing the Emerging Challenges in Privacy Law Conference held at Monash University, 

Melbourne in February 2012 (Monash 2012), warned that data security has become a major challenge for 

organisations throughout Australia. He states that with the advent of cloud computing, portable devices, database 

storage and the activities of hackers’, dramatic changes have taken place regarding data security and document 

storage. Even when strict measures are put in place to protect data, breaches can still occur. He warned that 

organisations should have comprehensive contingency plans in the event that a data breach may occur and that 

damage to an organisation's reputation can be made worse if any attempt at a cover-up is seen to take place. This 

applies also to non-profit organisations if they earn over $3 million per year and or hold health information 

(ProBono 2012).  

 

On the 29th February, 2012 (ABC 2012) Pilgrim, along with 36 US attorneys general plus regulators in 

Korea and the European Union unsuccessfully appealed to the online search engine giant Google to delay the release 

of their new privacy policies. These policies now give Google unprecedented access to the personal information of 

users who use their services. Ben Edelman of Harvard Business School suggests that Google has amassed the most 

extensive database ever conceived on who does what, who wants what and who reads what over the Internet. 

Although Google makes claim to an informal motto of “Do No Evil” (i.e. putting the interest of users before profit), 

with annual revenues of around $40 billion there are great concerns regarding whether this motto really means 

anything (ABC 2012).  

 

Considering the fragility of the current state of privacy protection of the average user, the situation is 

exasperated further when taking into account the confidentiality that a patient places in health care practitioners, 

their practices and associated employees. This includes the systems in use to manage and control day-to-day 

operations of the practice concerned. Croll (2010a) suggests that when dealing with healthcare providers, patients 

have high expectations regarding the confidentiality of their private health information.  This means that the 

confidence a patient places in their doctor, dentist or other health care provider, to keep secret from anyone else the 

status of their health, would be severely broken if anything were to be divulged without their consent. This includes 

spouses, other family members, other relatives and anyone else for that matter. However, this expectation of 

confidentiality is variable when considered in different contexts i.e. in a life threatening circumstance it may save a 

patient’s life if the attending emergency crew were privy to specific information that would otherwise be kept 

private. Information such as medications, allergies, mental health and other ongoing or past conditions etc., can help 

greatly in a patient’s diagnosis particularly when that patient may be unconscious. In certain cases, a patient would 

be thankful that their conditions be made known to those concerned on a need to know basis yet not to others. 
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Proposed Research 

 

The research problem at hand is to determine whether the characteristics of Anonymous Credential systems 

can enhance user participation in the Australian PCEHR systems. Although there are no working models currently in 

use in Australia and due to the complex nature of the technology involved, the average user has little comprehension 

of what an Anonymous Credential system is and how the technology works. However, the characteristics of these 

technologies can be presented graphically in a short video, which can be presented to users as part of an online 

survey in order to evaluate user preferences and attitudes towards various identity management and access control 

technologies. 

 

Croll (2010a) presents a ‘Privacy Model for Health’ that places Safety at the centre of Confidentiality, 

Trust, Security and Privacy (see Figure 1 below). This model was designed to help healthcare organisations 

determine the adequacy of the privacy policies they implement, and how well they adhere to these policies. The 

model was tested against differing case studies and then compared to the 10 National Privacy Principles (NPPS) 

(OAIC 2006), which in 2000 were amended to the Privacy Act of 1988 (ComLaw 2012). These principles are 

applicable to all private health care providers in Australia and across some public services under State legislation. 

Conclusions drawn in the study suggest that the model could be used as an overview from which detail can be drawn 

through decomposition of its constructs in an effort to develop policy. The model is simple and easily understood 

and may help the average user to evaluate the risks and safety concerned with the use of EHR. The model will also 

assist in the formulation of the survey questions as part of the research design the survey questionnaire and will 

assist in the evaluation of the outcome. 

 

The video animation describes characteristics of the key technologies under examination and presented as 

an introduction to the survey.  

 

 
Figure 1 - Privacy Model for Health (Croll 2010a) 
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